ABSTRACT Resilient vectorial Boolean functions are desirable for both stream cipher and block cipher, which are widely used in information security protection. The tradeoffs between resiliency and nonlinearity have received considerable attention. In this paper, a new method for constructing highly nonlinear resilient vectorial Boolean functions is presented. It is shown that this method can provide resilient vectorial functions with the currently best known nonlinearity, which is confirmed using examples.
I. INTRODUCTION
In information security protection, stream cipher and block cipher are applied to preserve our information as the use of big data [3] , [4] , [11] and cloud-computing [12] technology becomes widespread. During the design process of stream cipher and block cipher, vectorial Boolean functions with resiliency and high nonlinearity are usually employed as its core nonlinear components.
There have been many research reports [1] , [2] , [5] - [7] , [9] , [14] on constructing resilient vectorial Boolean functions with high nonlinearity. However, all these constructions generated (n, m, t) vectorial Boolean functions with nonlinearity ≤ 2 n−1 − 2 n/2 until 2014, when Zhang and Pasalic [13] presented a method for finding a large set of disjoint linear codes and successfully constructed an (n, m, t) resilient vectorial Boolean functions with nonlinearity > 2 n−1 − 2 n/2 . In this paper, two new classes of (n, m, t) resilient vectorial Boolean functions with nonlinearity > 2 n−1 − 2 n/2 are constructed, where n is even and 2 ≤ m ≤ n 8 . In Construction 1, two sets of disjoint linear codes and one vectorial Bent function are used to construct resilient vectorial Boolean functions possessing higher nonlinearity than most previous works, which is confirmed using two examples. In Construction 2, more disjoint linear codes and more vectorial Bent functions are employed, which sacrifices the output number to raise the nonlinearity.
The rest of this paper is organized as follows: Section 2 introduced some basic definitions and lemmas for vectorial Boolean functions. In Section 3, two sets of [u, m, t + 1] disjoint linear codes and vectorial Bent functions are employed to construct resilient vectorial Boolean functions with high nonlinearity. Construction 2 uses more sets of disjoint linear codes and improves the nonlinearity of the resilient vectorial Boolean functions in Section 4. Section 5 concludes this paper.
II. PRELIMINARIES
Let F n 2 represent the vector space GF (2) n . An n-variable Boolean function f (X n ) is a function from F n 2 to F 2 . Let B n denote the set of all n-variable Boolean functions. Generally, any function f ∈ B n can be represented by the algebraic normal form (ANF):
where λ u ∈ F 2 , u = (u 1 , · · · , u n ). The algebraic degree deg(f ) is the maximal Hamming weight value of u such that λ = 1. The Walsh spectrum of f (X n ) at point α is calculated by:
The nonlinearity of f (X n ) is given by
The Parseval's equation states that
which implies that N f ≤ 2 n−1 − 2 n/2−1 . f ∈ B n are called Bent functions when W f (ω)) ∈ {±2 n/2 }; i.e., N f = 2 n−1 − 2 n/2−1 . An (n, m) vectorial Boolean function can be represented as a mapping F : F n 2 → F m 2 , which in turn can be viewed as a collection of m Boolean functions such that F(X n ) = (f 1 (X n ), . . . , f m (X n )), where f 1 , . . . , f m ∈ B n . The nonlinearity of an (n, m) function F is calculated as
where
A perfect nonlinear function exists only when m ≤ n/2, which is proven in [8] . In this manuscript, perfect nonlinear functions are employed as a part of our construction and can be obtained using the following method.
Lemma 1: Let m ≥ 2 be an integer and n = 2k be an even number with k 
is called t-resilient if and only if for any c
= (c 1 , · · · , c m ) ∈ F m * 2 , f c (X n ) = m i=1 c i f i (X n ) is a t-resilient function.
III. MAIN CONSTRUCTION
In this section, a class of resilient functions is constructed using the modified MM construction technique and large sets of disjoint linear codes. This method can provide (n, m, t) resilient functions with the currently best known nonlinearity. Definition 1 [6] : A set of [u, m] linear codes C = {C 1 , C 2 , . . . , C N } such that:
is called a set of [u, m] 
disjoint linear codes. Let d i be the minimum weight of the nonzero code vectors in
Let n be an even integer and n/2 = s + 2k with s ≥ 2m and k ≥ m, where both m and t are positive. To construct a t-resilient (n, m) function F, the following inequality has to be satisfied:
For 1 ≤ i ≤ m, we define an injective mapping from E 1 to T 1 \ 0 by ϕ i with 1 ≤ i ≤ m, where
. . .
are used for the adjustment. 2 . Let α = (β, γ ), β ∈ F s 2 and γ ∈ F 2k 2 . For any α ∈ F n 2 , we obtain
and
}. Note that G is a perfect nonlinear function, which implies that g c is a Bent function. We have
We have
By (1),
Because n/2 = s + 2k,
Since ψ c (X n/2 ) ∈ T 0 and ϕ c (X n/2 ) ∈ T 1 , we have wt(ψ c (X n/2 )) ≥ t + 1 and wt(ϕ c (X n/2 )) ≥ t + 1. When 0 ≤ wt(α) ≤ t, we always have 0 ≤ wt(α ) ≤ t and 0 ≤ wt(β) ≤ t, which implies that ψ c (X n/2 ) + α = 0 and [13] . Since 581 · (2 3 − 1) + 7 · (2 3 − 1) ≥ 2 12 , it is possible to construct a (24, 3, 1) resilient function with nonlinearity 2 23 − 2 11 − 2 8 .
IV. IMPROVED VERSION
In Construction 1, two sets of disjoint linear codes are utilized to construct (n, m, t) multiple output functions, which make an important contribution to improve the nonlinearity. In the next construction, to further enhance the nonlinearity of the construction, more sets of disjoint linear codes will be used, which may reduce the output number m of the functions. 
Construction 2: Let n be an even integer and n/2 = s
. . . 
The results below can be easily deduced using exactly the same techniques as in the proof of Theorem 1. 
Theorem 2: If F is the function in Construction 2, then (1) F is an (n, m, t) resilient function, and
(2) N F = 2 n−1 − 2 n/2−1 − l i=1 2 n/2−k i −1 .
V. CONCLUDING REMARK
Vectorial Boolean functions satisfying various criteria simultaneously can resist against various attacks. Generally, the important criteria on vectorial Boolean functions are considered: the resiliency(to withstand the fast correlation attack), high nonlinearity(to resist the best affine approximation), high algebraic degree(to withstand the BerlekampMassey attack), high algebraic immunity (to resist algebraic attacks). The resiliency and nonlinearity is two important criteria which could not be satisfied simultaneously. Based on the method presented in Zhang and Pasalics paper, the constructed functions possess the controlled resiliency. At the same time, perfect nonlinear functions are introduced to improve the constructed functions nonlinearity. Then the constructed functions possess the higher nonlinearity than the constructions in Zhang and Pasalics paper. In other words, the constructions achieve a good tradeoff between the resiliency and nonlinearity.
The algebraic immunity is another important criteria during the constructions of vectorial Boolean functions. But we find that it is extremely difficult to consider the algebraic immunity of the constructed functions, even though we work very hard and give our best effort. There are two reasons why the algebraic immunity could not be researched. First, the algebraic structure of the constructed functions is so complicated that the algebraic immunity could not be analyzed by algebraic method; Second, the functions are the mapping from F n 2 to F m 2 where n ≥ m and 2 ≤ m ≤ n 8 , then the constructed functions variable n ≥ 16. This means that the algebraic immunity could not be calculated with computational resources.
In this manuscript, two constructions for obtaining resilient functions with high nonlinearity are presented. It is very difficult to construct an (n, m, t) resilient function with nonlinearity > 2 n−1 −2 n/2 (n even) when m ≥ n/4. This problem is left for future work.
